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•

•



𝑡

𝒙
(𝑡
)

……



𝑡

𝒙
(𝑡
)

……

𝑡

𝑆
(𝒙
)

…

𝛾



𝑡

𝒙
(𝑡
)

……

𝑡

𝑆
(𝒙
)

…

𝛾

𝑆 𝒙 > 𝛾





• 𝑇𝑃𝑅 =
# anomalies detected

# anomalie𝑠

• 𝐹𝑃𝑅 =
# normal samples detected

# normal samples

• 𝐹𝑁𝑅 = 1 − 𝑇𝑃𝑅

• 𝑇𝑁𝑅 = 1 − 𝐹𝑃𝑅

•
# anomalies detected

# detections

• 𝑇𝑃𝑅



𝑻𝑷𝑹 𝑭𝑷𝑹

𝛾

𝑡

𝑆
(𝒙
)

…

𝛾

𝑆 𝒙 > 𝛾



𝑻𝑷𝑹 𝑭𝑷𝑹

𝛾

𝑡

𝑆
(𝒙
)

…
𝛾

𝑆 𝒙 > 𝛾



𝑻𝑷𝑹 𝑭𝑷𝑹

𝑇𝑃𝑅, 𝐹𝑃𝑅

𝑇𝑃𝑅 𝐹𝑃𝑅

# anomalies detected + # normal samples not detected

# samples

2# anomalies detected

# detections + # anomalies



• 𝐹𝑃𝑅 = 0%,

• 𝑇𝑃𝑅 = 100%

(𝐹𝑃𝑅, 𝑇𝑃𝑅)



𝜙0 𝜙1



𝝓𝟎 𝝓𝟏

𝑇𝑅

• 𝑇𝑅

•

𝑇𝑅.

• 𝑇𝑅



𝝓𝟎 𝝓𝟏

𝑇𝑅

• 𝑇𝑅

•

𝑇𝑅.

• 𝑇𝑅



•

•

•

•



+ −

𝑇𝑅 = 𝒙(𝑡), 𝑦(𝑡) , 𝑡 < 𝑡0, 𝒙 ∈ ℝ
𝑑 , 𝑦 ∈ {+,−}

•

• 𝒦 𝑇𝑅

• 𝒦 𝒙

• 𝑝𝒦 − 𝒙

• 𝑘 −



•

•

•



Terminal

Purchase

Transaction

Blocking

Rules

TX 

request
TX auth.

Scoring 

Rules

Classifier

Investigators

Feedbacks 

(𝒙, 𝑦)

𝒙

TX auth.

𝒙

Alerts
𝑃(+|𝒙)

Alerts
score



•

•

•

•



𝝓𝟎 𝝓𝟏

𝑇𝑅

• 𝑇𝑅

•

𝑇𝑅.

• 𝑇𝑅



𝑇𝑅

𝑇𝑅 = 𝑥 𝑡 , 𝑡 < 𝑡0, 𝑥 ∼ 𝜙0

•

𝑇𝑅

•

• 𝑇𝑅

• 𝑇𝑅



𝑇𝑅

𝑇𝑅 = 𝑥 𝑡 , 𝑡 < 𝑡0, 𝑥 ∼ 𝜙0



෠𝜙0
𝑇𝑅 = 𝑥 𝑡 , 𝑡 < 𝑡0, 𝑥 ∼ 𝜙0

•

•

• ෠𝜙0 𝒙 < 𝜂



• ෠𝜙0 𝒙

•

𝑇𝑅

•

•

• 𝑑

•



෠𝜙0

෠𝜙0 𝑇𝑅

ℒ 𝒙 𝑡 = log( ෠𝜙0(𝒙(𝑡)))

ℒ 𝒙 𝑡 , 𝑡 = 1,…

𝑡

𝒙
(𝑡
)

ℒ
𝒙
𝑡

………



෠𝜙0

෠𝜙0 𝑇𝑅

ℒ 𝒙 𝑡 = log( ෠𝜙0(𝒙(𝑡)))

ℒ 𝒙 𝑡 , 𝑡 = 1,…





𝑓

𝑓 𝐹

𝜓(𝒙) 𝒙 𝑓

𝑓 𝒙 = sign(< 𝑤,𝜓 𝒙 > −𝜌)

𝑤, 𝜌

𝒙



𝜓(𝒙) 𝒙 ∈ 𝑇𝑅



𝝓𝟎 𝝓𝟏

𝑇𝑅

• 𝑇𝑅

•

𝑇𝑅.

• 𝑇𝑅



𝑇𝑅

𝑇𝑅 = 𝑥 𝑡 , 𝑡 < 𝑡0

𝑇𝑅

•

•



• 𝒌 −

•



• 𝒌 −

•

•



• 𝒌 −

•

•





𝑥𝑖



𝑥𝑖



𝑥𝑖

𝑇𝑅
𝑖

















𝑥0

𝑥𝑖



{ [ … 
]

𝑥0



{ [ … 
]

𝑥𝑖



𝐸 ℎ 𝒙

𝒙

𝒙



𝒜 𝒙 = 2
−
𝐸 ℎ 𝒙

𝑐 𝑛 > 𝛾

• 𝑛 𝑇𝑅

• 𝑐 𝑛

















𝑡



3 June 2020



3 June 2020

Normal (no leak)

Leak in the network









𝒔

෠𝜙0 = 𝒩 𝜇, Σ

෠𝜙0(𝒔) 𝒔



𝒔

෠𝜙0 = 𝒩 𝜇, Σ

2 × 2
5 × 5



𝒔

෠𝜙0 = 𝒩 𝜇, Σ



𝒔

෠𝜙0 = 𝒩 𝜇, Σ





•

•





𝒔 ∈ ℝ𝑑 𝒙

• 𝑑

•



𝒔 ∈ ℝ𝑑 𝒙

• 𝑑

•



𝒔 ∈ ℝ𝑑 𝒙
• 𝑑

•



•

•





෠𝜙0



෠𝜙0



෠𝜙0



•

•



•

•

•

•

•

•



•

•

•

•

•

•



•



•

•

•

•

•

•



ℳ

• ℳ 𝑇𝑅

•

• 𝒔 ℳ

• 𝒔

ℳ



•

•

•

•



𝑠1

𝑠𝑑

𝑠2

𝑠3

𝑠4

𝑠1

𝑠𝑑

𝑠2

𝑠3

𝑠4

𝑑 𝑑

𝑛
n ≪ 𝑑

ℰ 𝒟



෍

𝒔∈𝑆

𝒔 − 𝒟 ℰ 𝒔
2

𝒟 ℰ ⋅

• 𝑛 ≪ 𝑑.

•



𝒟(ℰ(⋅)) 𝑇𝑅

err 𝒔 = 𝒔 − 𝒟 ℰ 𝒔
2
, 𝒔 ∈ 𝑉

𝑉 ≠ 𝑇𝑅 𝛾

err 𝒔 = 𝒔 − 𝒟 ℰ 𝒔
2

𝒔 err 𝒔 > 𝛾



err(𝒔)
𝓜

err(𝒔)

𝑡

er
r(
𝒔)

……

𝜙1𝜙0 𝜙0

𝛾



•

•

•

•

•

•



• 𝑇𝑅

•



•

•

• ℓ1

•

•



•

•

• ℓ1

•

•



𝒙 = 𝑃𝑇𝒔, 𝑃 ∈ ℝ𝑚×𝑑 , 𝑚 ≪ 𝑑
𝑚
𝑚 = 𝑑

•
err 𝐬 = 𝒔 − 𝑃𝑃𝑇𝒔 2

𝒔 𝑃𝑃𝑇𝒔

•

• 𝒙 = 𝑃𝑇𝒔









•

•















ℳ

𝑚 −
TS

𝑇𝑆

𝒔
𝒔′

𝑚

𝑚



𝑚

∀𝒔 ∈ ℝ1,𝑑

𝒔 → 𝒙 = 𝒔 𝑃

𝑃 ∈ ℝ𝑑,𝑚, 𝑚 ≪ 𝑑 𝒙 ∈ ℝ𝑚 𝑚
𝑚



𝒙𝑃𝑇 ∈ ℝ𝑑

err 𝒔 = 𝒔 − 𝒔𝑃𝑃𝑇
2



err 𝒔







𝑆 𝐷

𝐷



𝐷 ∈ ℝ𝑑×𝑚

𝐷 =



𝐷 ∈ ℝ𝑑×𝑚

•

•

𝒔

𝐷 =



𝒔 ∈ ℝ𝑛

𝒔 =෍

𝑖=1

𝑀

𝛼𝑖 𝒅𝒊

{𝒅𝒊}
𝛼𝑖 = 0

= 0.7 ∗ +0.1 ∗ −0.2 ∗



𝒔 ∈ ℝ𝑛

𝒔 =෍

𝑖=1

𝑀

𝛼𝑖 𝒅𝒊 = 𝐷𝜶

{𝒅𝒊} 𝜶 0 < 𝐿
𝜶

𝒔 𝜶𝐷
𝜶 = [𝛼1, … , 𝛼𝑀]



𝒔
𝐷

𝜶 = argmin
𝒂∈ℝ𝑛

𝐷𝒂 − 𝑠 2 s. t. 𝒂 0 < 𝐿

𝜶 = [0.7, 0, 0, 0.1, 0, 0, 0,−0.2]

𝒔 ∈ ℝ𝑑 𝜶 ∈ ℝ𝑛

𝒔

0.7 0 0 0.1 0 0 0 −0.2𝜶 =



𝐷 𝑀

∈ ℝ𝑑×𝑛

𝐷, 𝑋 = argmin
𝐴∈ ℝ𝑑×𝑛, 𝑌∈ ℝ𝑛×𝑀

𝐴𝑌 − 𝑆 2 s. t. 𝒚𝒊 0 < 𝐿, ∀𝒚𝒊

𝑆 = {𝒔𝟏, … 𝒔𝑴} 𝐷 ∈ ℝ𝑑×𝑛

… .𝑇
𝑅 𝐷



𝑆 = 𝐷𝑋 + 𝐸 + 𝑉

𝑋 𝑉 𝐸
𝒆𝑖 ≠ 𝟎

𝐷



argmin
𝑋,𝐸

1

2
𝑆 − 𝐷𝑋 − 𝐸 𝐹

2 + 𝜆 𝑋 1 + 𝜇 𝐸 2,1

𝐸





•

•

•

•

•

•



Feature
Extraction

𝒙 𝑡 ∈ ℝ𝑑

𝑑 ≪ 𝑝
𝒔𝑡 ∈ ℝ

𝑝

෠𝜙0 𝒙 𝑡 ≶ 𝜂



•

•



•

•

𝑇𝑅



•

•

•

•

•

•



𝑠

𝐬𝑐 = {𝑠 𝑐 + 𝑢 , 𝑢 ∈ 𝒰}

•

•

•



•

•

•

•

•

•



𝑠

𝐬𝑐 = {𝑠 𝑐 + 𝑢 , 𝑢 ∈ 𝒰}





𝒔𝑐 𝐷

𝜶 = argmin
෥𝜶∈ℝ𝑛

𝐷෥𝜶 − 𝐬 𝟐
𝟐 + 𝜆 ෥𝜶 1, 𝜆 > 0

ℓ1

𝒔 𝑫



err 𝒔 = 𝐷𝜶 − 𝐬 𝟐
𝟐

𝜶 𝟏

𝒙 =
𝐷𝜶 − 𝐬 𝟐

𝟐

𝜶 1





• 𝑇𝑅\𝑉 𝐷

• 𝑉 ෠𝜙0 𝒙

• 𝒙

• ෠𝜙0 𝒙 < 𝜂



• 𝑇𝑅\𝑉 𝐷

• 𝑉 ෠𝜙0 𝒙

• 𝒙

• ෠𝜙0 𝒙 < 𝜂







𝑠1

𝑠𝑑

𝑠2

𝑠3

𝑠4

𝑠1

𝑠𝑑

𝑠2

𝑠3

𝑠4

𝑑 𝑑

𝑛
n ≪ 𝑑

ℰ 𝒟



• 𝒟(ℰ(⋅)) 𝑆

• ෠𝜙0
{ℰ(𝒔), 𝒔 ∈ 𝑉}

𝑉 ≠ 𝑆

• 𝛾 ෠𝜙0(𝒔)

• 𝒔 ℰ

• ෠𝜙0 ℰ(𝒔) < 𝛾



ℰ(𝒔)
𝜙0.

𝜙1 ≠ 𝜙0

• ෠𝜙0

• 𝒙 = ℰ(𝒔) ෠𝜙0 𝒙
< 𝛾

𝑡

𝒙
(𝑡
)

෠ 𝜙
0
𝒙

………

𝛾





•

•

•

•

•







•

•

•

•

•



• 𝐶𝑁𝑁

•

• 𝐶𝑁𝑁 𝑇𝑅′ 𝑇𝑅

𝑇𝑅′ = {𝜓 𝒔𝒊 , 𝒔𝒊 ∈ 𝑇𝑅}

• 𝑇𝑅′



• 𝐶𝑁𝑁, 𝜓(𝒔)

•

•





•

•

•

•

•



ℰ 𝒟

෍

𝒔∈𝑇𝑅

𝒔 − 𝒟 ℰ 𝒔
2

𝒔 𝜶 𝒔′



𝜶 = ℰ(𝒔)

𝜶 ∼෍

𝑖

𝜋𝑖𝜑𝝁𝑖,Σ𝑖 ,

𝜑𝝁𝑖,Σ𝑖 𝒩 𝝁𝒊, Σ𝑖

ℰ 𝒟

𝒔 𝜶 𝒔′



{𝜋𝑖 , 𝝁𝑖 , Σ𝑖}
𝜶𝑛 𝑛

• 𝛾𝑛,𝑖 𝜶𝑛

𝛾𝑛,𝑖 =
𝜋𝑖𝜑𝝁𝑖,Σ𝑖(𝜶𝑛)

σ𝑘 𝜋𝑘𝜑𝝁𝑘,Σ𝑘(𝜶𝑛)

𝜶

𝛾1 ∼ 1
𝛾2 ∼ 0



{𝜋𝑖 , 𝝁𝑖 , Σ𝑖}
𝜶𝑛 𝑛

• 𝛾𝑛,𝑖 𝜶𝑛

𝛾𝑛,𝑖 =
𝜋𝑖𝜑𝝁𝑖,Σ𝑖(𝜶𝑛)

σ𝑘 𝜋𝑘𝜑𝝁𝑘,Σ𝑘(𝜶𝑛)

𝜶

𝛾1 ∼ 0
𝛾2 ∼ 1



{𝜋𝑖 , 𝝁𝑖 , Σ𝑖}
𝜶𝑛 𝑛

• 𝛾𝑛,𝑖 𝜶𝑛

𝛾𝑛,𝑖 =
𝜋𝑖𝜑𝝁𝑖,Σ𝑖(𝜶𝑛)

σ𝑘 𝜋𝑘𝜑𝝁𝑘,Σ𝑘(𝜶𝑛)

𝜶

𝛾1 ∼
1

2

𝛾2 ∼
1

2



{𝜋𝑖 , 𝝁𝑖 , Σ𝑖}
𝜶𝑛 𝑛

• 𝛾𝑛,𝑖 𝜶𝑛

𝛾𝑛,𝑖 =
𝜋𝑖𝜑𝝁𝑖,Σ𝑖(𝜶𝑛)

σ𝑘 𝜋𝑘𝜑𝝁𝑘,Σ𝑘(𝜶𝑛)

•

𝜋𝑖 =
1

𝑁
σ𝑛 𝛾𝑛,𝑖

𝜇𝑖 =
σ𝑛 𝛾𝑛,𝑖𝜶𝑛

Σ𝑛𝛾𝑛,𝑖

Σ𝑖 =
σ𝑛 𝛾𝑛,𝑖 𝜶𝑛−𝝁𝑖 𝜶𝑛−𝝁𝑖

𝑇

Σ𝑛𝛾𝑛,𝑖



{𝜋𝑖 , 𝝁𝑖 , Σ𝑖}
𝜶𝑛 𝑛

• 𝛾𝑛,𝑖 𝜶𝑛

𝛾𝑛,𝑖 =
𝜋𝑖𝜑𝝁𝑖,Σ𝑖(𝜶𝑛)

σ𝑘 𝜋𝑘𝜑𝝁𝑘,Σ𝑘(𝜶𝑛)

•

𝜋𝑖 =
1

𝑁
σ𝑛 𝛾𝑛,𝑖

𝜇𝑖 =
σ𝑛 𝛾𝑛,𝑖𝜶𝑛

Σ𝑛𝛾𝑛,𝑖

Σ𝑖 =
σ𝑛 𝛾𝑛,𝑖 𝜶𝑛−𝝁𝑖 𝜶𝑛−𝝁𝑖

𝑇

Σ𝑛𝛾𝑛,𝑖



𝒔

ℒ 𝒔 =෍

𝑖

𝜋𝑖𝜑𝝁𝑖,Σ𝑖(ℰ 𝒔 ) ,

ℰ 𝒟

𝒔 𝜶 𝒔′



ℰ 𝒟

𝒔 𝜶 𝒔′

𝒔

ℒ 𝒔 =෍

𝑖

𝜋𝑖𝜑𝝁𝑖,Σ𝑖(ℰ 𝒔 ) ,



𝒔 𝜶 𝒔′

𝜶 𝜸



𝜋𝑖 =
1

𝑁
෍

𝑛

𝛾𝑛,𝑖

𝜇𝑖 =
σ𝑛 𝛾𝑛,𝑖𝜶𝑛

Σ𝑛𝛾𝑛,𝑖

Σ𝑖 =
σ𝑛 𝛾𝑛,𝑖 𝜶𝑛 − 𝝁𝑖 𝜶𝑛 − 𝝁𝑖

𝑇

Σ𝑛𝛾𝑛,𝑖

𝒔 𝜶 𝒔′

𝜶 𝜸



𝜋𝑖 =
1

𝑁
෍

𝑛

𝛾𝑛,𝑖

𝜇𝑖 =
σ𝑛 𝛾𝑛,𝑖𝜶𝑛

Σ𝑛𝛾𝑛,𝑖

Σ𝑖 =
σ𝑛 𝛾𝑛,𝑖 𝜶𝑛 − 𝝁𝑖 𝜶𝑛 − 𝝁𝑖

𝑇

Σ𝑛𝛾𝑛,𝑖

𝒔 𝜶 𝒔′

𝜶 𝜸

(𝜋𝑖 , 𝜇𝑖 , Σ𝑖) 𝛾𝑖

• 𝑠 − 𝑠′
2

• ℰ(𝑠)
• Σ𝑖

𝛾𝑖



•

•

•

•

•





•

•



𝒳 → 𝒴

• 𝒟 = {𝒳,𝜙𝒙 } 𝒙 ∼ 𝜙𝒙

• 𝒯 = {𝒴, 𝜙(⋅ |𝒙)}
𝒙



𝒟𝑆 𝒯𝑆 𝒟𝑇

𝒯𝑇
𝑲 𝓓𝑻 𝓓𝑺 𝓣𝑺

𝒟𝑆 ≠ 𝒟𝑇 𝒯𝑆 ≠ 𝒯𝑇



𝒟𝑆 ≠ 𝒟𝑇

• 𝒳𝑆 ≠ 𝒳𝑇

• 𝜙𝒙
𝑆 ≠ 𝜙𝒙

𝑇

𝒯𝑆 ≠ 𝒯𝑇
• 𝒴𝑆 ≠ 𝒴𝑇

• 𝜙𝑆(𝑦|𝒙) ≠ 𝜙𝑇(𝑦|𝒙) 𝑆 𝑇

𝒟𝑆 = 𝒟𝑇 𝒯𝑆 = 𝒯𝑇



𝒳𝑆≠ 𝒳𝑇

•

•

•

•



𝜙𝒙
𝑆 ≠ 𝜙𝒙

𝑇



𝒴𝑆 ≠ 𝒴𝑇



𝜙𝑆(𝑦|𝒙) ≠ 𝜙𝑇(𝑦|𝒙)

𝒟𝑆

𝒟𝑇



𝑇𝑅 = 𝒙0, 𝑦0 , … , 𝒙𝑛, 𝑦𝑛 ∈ 𝒳𝑆× 𝒴𝑆

𝒟𝑆 𝒯𝑆

𝐾
𝒟𝑇 𝒯𝑇



•

𝑇𝑅𝑆 = 𝒙0, 𝑦0 , … , 𝒙𝑛, 𝑦𝑛 ∈ 𝒳𝑆× 𝒴𝑆

𝓓𝑺

𝓣𝑺

•

𝓓𝑻 𝓣𝑻

𝑇𝑅𝑇 = 𝒙0, 𝑦0 , … , 𝒙𝑚, 𝑦𝑚 ∈ 𝒳𝑇×𝒴𝑇

𝑚 ≪ 𝑛

𝐾 𝓓𝑻 𝓣𝑻



•

𝑇𝑅𝑆 = 𝒙0, 𝑦0 , … , 𝒙𝑛, 𝑦𝑛 ∈ 𝒳𝑆× 𝒴𝑆

𝓓𝑺

𝓣𝑺

• 𝓓𝑻

𝑋𝑇 = 𝒙𝟎, … , 𝒙𝒎 ∈ 𝒳𝑇

𝑚 𝑛

𝐾 𝓓𝑻 𝓣𝑻





•

•







•

•

•



𝒴𝑆 = 𝒴𝑇

𝑇𝑅𝑆 ∪ 𝑇𝑅𝑇 𝑇𝑅𝑇
𝑇𝑅𝑇

𝑇𝑅𝑆 𝑇𝑅𝑆 ∪ 𝑇𝑅𝑇



𝑇𝑅𝑆
෠𝜙𝑆,𝒙 ෠𝜙𝑇,𝒙 𝑋𝑆 𝑋𝑇

𝑤𝑖 =
෠𝜙𝑇,𝒙 𝑥𝑖
෠𝜙𝑆,𝒙(𝑥𝑖)

ℒ 𝑇𝑅𝑆 = ෍

𝑥𝑖∈𝑇𝑅𝑆

𝑤𝑖 𝐼 𝐾 𝒙𝒊 ≠ 𝑦𝑖

𝑇𝑅𝑆 𝑇𝑅𝑆 ∪ 𝑋𝑇 𝑇𝑅𝑆 ∪ 𝑋𝑇



𝒳

•

•

•

•

•



𝐾𝑆 𝑇𝑅𝑆

𝐾𝑆 𝐾𝑇

𝑥𝑖; 𝐾𝑆 𝑥𝑖

𝑇𝑅𝐴

𝒙𝒊 → 𝒙𝒊; 𝒙𝒊; 𝟎 when 𝒙𝒊 from 𝑇𝑅𝑆
𝒙𝒊 → 𝒙𝒊; 𝟎; 𝒙𝒊 when 𝒙𝒊 from 𝑇𝑅𝑇

𝑇𝑅𝑇






